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EXECUTIVE SUMMARY 

(UIIfi'OUO) Inspection Division (INSD) conducted a special review of the FBI Twitter 
account @FBIRecordsVault, utilized to advertise notable Freedom of Information Act (FOIA) 
responses, under the direction of Inspector-In-Charge Lawrence E. Koleff and Lead Team 
Leader (TLj I The review examined the circumstances surrounding an 
1110112016 Twitter posting by the @FBIRecordsVault account announcing a FOIA response 
pertaining tei the William J. Clinton Foundation was available for public review on FBl.gov, six 
days before the Presidential Election. The review team, which was comprised of INSD 
personnel, detailed the nature of the incident and assessed the process by which the Records 
Management Division (RMD) posted FOIA responses to the FBLgov public website . The 
review concluded: 1) the William 1. Clinton Foundation FOIA request was properly posted to 
the· Records Vault l page on FBI.gov, having been requested by more than three individuals and 
cleared for di ssemination by RMD's FOIA response process and; 2) although the timing of the 
Twitter release was questionable due to the proximity to the Presidential e lection, the unusual 
@FBIRecordsVaultTwitteractivity was the result of a system fail ure. The system failure caused 
an absence of Twitter announcements during the twelve month period from 10/2015 - 10/2016 
and was corrected after a software u date was im lemented on 10130/20 16. 

which included the FBIRecordsVault Twitter account. 

(UiIPOUO) On 10/30/2016, @FBIRecordsVault,aseldom utilized FBI Twitte~ account 
not active in over a year due to the identified system fai lure, sent messages pertaining to twenty­
two FOIA responses posted by RMD to the FBI Records Vault (Vault) page on FBLgov. One 
Twitter message was sent per post, advising recipients the corresponding FOIA responses could 
be viewed on the Vault web page. The Vault FOIA posts covered noteworthy individuals such 
as Fred C. Trump and Hillary R. Clinton, as well as several FBI Policy documents. On 
1110112016, one additional Twitter message was sent advising recipients that a FOIA response 
regarding the William 1. Clinton Foundation could be viewed on the Vault web page. Given the 
proximity to the upcoming Presidential Election these messages became the subject of scrutiny 
by the media and other interested parties. 

SCOPE AND OBJECTIVES 

I Records Vault - RMD served as the content manager for The FBI Records Vault, a publicly accessible sub-omain 
on FBI.gov, which was viewable to the public by visiting http://vault.fbi.gov/, and had the corresponding Twitter 
account @FB IRecordsVau lt. 
2 Twitter _ Twitter was a social media micro-blogging service that allowed registered users to broadcast text 
messages, limited to 140 characters, called ' tweets' . Twiner members could broadcast tweets and follow other 
users' tweets on multiple platforms. The FBI's primary Twitter account,@ FBI, was separate and distinct from the 
@FBIRecordsVaultaccountwhich senttheabovenoted messages. 
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(UllfOUO) INSD conducted a special review involving the Office of Public Affairs 
(OPA) and RMD to collect information to identify the circumstances related to the timing of the 
posting of these Twitter messages prior to the 2016 Presidential Election. INSD conducted four 
internal interviews of persOlUlei from OPA and RMD. INSD also collected server logs, emails, 
and policy documents from OPA and RMD. 

INCIDENT BACKGROUND 

(U/frOUD) The Freedom oflnformation Act, 5 U.S.C. section 552 required federal 
agencies to make available for public inspection in an electronic format the following: final 
opinions in the adjudication of cases; statements of policy and interpretations not otherwise 
posted in the Federal Register; administrative staff manuals and instructions; and copies of all 
FOIA requests made by more than three individuals or deemed by the agency as likely to become 
the subject of subsequent requests for substantially the same records. 

(Ultf'OUCt) In response to the FOIA requests, RMD made records available for public 
inspection in an electronic format by posting these documents in the FBI Records Vault (Vault) 
folder on FBl.gov. The Vault was a subsection of the public FBl.gov website. FBl.gov was 
administered by OPA, but postings to the Vault folder were content managed by RMD. 

(UNfOUOj The FBI.gov and Internet Operations Unit (FIOV) managed the 
infrastructure ofFBLgov and all sub-domains therein. One feature of the FBl.gov domain 
architecture was thel Which allowed content 
managers to simultaneously post content to FBl.gov and 'autotweet' announcements about new 
content without human interaction. For example, if the Dallas Field Office posted a message on 
their FBI.gov subdomain (http://dallas.fbi.gov),1 )would recognize the 
new message on the subdomain, and send a corresponding announcement from the @FBIDallas 
Twitter account. The same process was designed to support RMD postings to the Vault 
subdomain. 

(VI The FBI's public website, FBl.gov,1 I 

(U/I!'OUOj I 
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CUI IFOUO) I 

I The cessation of Twitter .. 
activity went unnoticed. NeIther OPA nor RMD actively mOnitored the @FBIRecordsVault 
Twitter account. There was no automated system to alert personnel the Vault Twitter postings 
had stopped, and no established policy to manually monitor the Twitter announcements or 
confirm they were sent. 
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I (U:FiUO) In July 20 I 6, OPA deployed th~ I 
to assist in the management ofFBLgov. After the deployment, FBI content 

managers egan to notice occasional items not being autotweeted after posting on their FBI 

I 

subdomainsJ I For example, 
content appearing on hup://dallas.fbi.govl would I Ibut would 
never autotweet. 

(UI/FOUO) While the failure of the @FBIRecordsVault account had not been noticed, 
the wider outage of other FBI Twitter accounts was identified by FICU personnel. After further 
investigation the system issue was revealed as l I 

I In early October 2016, a solution was put forth to change the 
autotweet trigger! 

(UNFOUO) The Vault website remained functional and accessible to the public on 
/ FBl.gov, however the! twhich triggered the announcement of new 

Vault posts through Twitter was not operational between 10/2015 and 10/2016. 

(U/~OU01 On 10119/2016 the incremental software patch was imremented, throurch 
the above mentioned I Ito all FBl.gov servers. However, the did 
not complete until 10/3012016. 

(U/,q'OUO) On 10/30/2016 the system update corrected the autotweet issue across all 
FBI.gov subdomains. This system update had the desired effect and fixed the FBI Twitter 
accounts which had been identified as failing. This system update simultaneously resulted in the 
restoration of the undiagnosed @fBIRccordsVaultTwitteraccount. Just as RMD and OPA were 
not aware the @FBIRecordsVault Twitter account had stopped autotweeting, they were also 
unaware it had started again. 

(UHf'OUO) During the twelve months @FBIRecordsVault was not autotweeting, 
twenty-two FOIA response files were posted by RMD via the FBI Records Vault fo lder on 
FBLgov which were not announced on Twitter due to the system failure. These postings were 
viewable on the public Vault folder on FBLgov, but were not actively publicized via tweet due to 
the system failure. Once @FBIRccordsVault was <live' again, the system recognized twenty­
two new Vault postings and inunediately sent corresponding tweets on 10/30/2016. As the 
@FBIRecordsVaultaccountwasnotactivelymonitored, neither RMD nor OPA personnel noted 
the Twitter messages . 

.--------.CU!A'OUO) On 10/31/2016 Supervisory Government Infonnation Specialisd I 
L-Jcontacted via email OPA Unit Chie~ land OPA Public Affairs Specialist 
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I I as well ~D leadership to notify them of the pending Vault post set for 
11 :30 a.m. on 10/31/2016. L-jloaded the William J. Clinton Foundation FOIA response to 
the Vault from a compact disc he had received from an RMD FOIA unit. The FOIA response b6 

was requested by six separate requestors and thus met the threshold (three or more) for 
compulsory posting to the Vault. The FOIA response was compiled and cleared for release prior 
to passage tel I 

(U/IFOU07 Later on 10/31/2016,1 Ispoke to SC David M. Hardy and asked for a 
one day postponement of the Clinton Foundation FOIA response Vault post until noon on 
11 101 /2016. SC Hardy instructed I Ito postpone the release for one day due to the current 
political environment. 

(U//fOUOj On 11/0112016 at approximately 11 :30 a.m. EST, SC Hardy, in the absence 
of further guidance from OPA, released the FOIA response Vault post as required by FOIA 
policy. At approximately 12:00 p.m. EST, I Imade the William 1. Clinton Foundation 
information active on the Vault folder on the FBl.gov public website. A system generated tweet 
from @FBIRecordsVault then alUlounced the posting. 

(UNrOUOj RMD and OPA did not learn of the @FBlRecordsVaultoutageand 
subsequent restoration until 11 /0112016, when media outlets began reporting on the unusual 
Twitter postings from @FBIRecordsVault and their potential impact on the Presidential Election. 

OPA 

(U/WOUO) Through interviews ofOPA persolUlel, including AD Michael P. Kortan, UC 
L ____ --='I and Contractor! IINSD leamed the following: 

• OPA was responsible for all public access information, including all public FBI 
web pages, tweets, and social media accounts. 

RMD 

• Most FBI field offices had web pages which "auto tweeted" to make the public 
aware of new posts, and to minimize the additional work by the media 
representatives to tweet manually. 

• Because OPA managed over 200,000 pages of content, each office was required 
to take content "ownership" to include signing a disclosure stating such. RMD 
managed the content of the FBI Records Vault page on FBI.gov. 

• RMD created an Ad Hoc process to notify OPA via email of Vault posts which 
may result in media inquiries prior to posting on the Vault web page. The email 
was intended as a courtesy to give OPA, the FBI Historian, and the Press Office a 
chance to prepare and anticipate responses to subsequent media inquiries. 

• OPA managed websites were routinely maintained through software patches to 
correct system issues as needed. Often, the fix to one system issue would cause a 
cascading affect elsewhere in the system. 

• FIOU was staffed with seven contractors and eleven professional support 
employees to manage these tasks. 
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(U/JrOUO) Through interviews ofRMD's Supervisory Government Infonnation 
Specialistl I and SC David M. Hardy, INSD learned the fOllowing: 

• RMD received approximately 22,000 FOIA requests per year. 
• The process to service these requests was well defined. New requests were 

logged and assigned a case file number in the FOIA Document Processing System 
(FDPS). 

• FOIA responses were provided to the original requestor, and in the case of High 
Public Interest (HPJ) matters or requests made by three or more parties, those 
FOIA responses were posted to the Vault sub-domain on FBI.gov. 

• I Ireceived the William 1. Clinton Foundation response documents after they 
were disseminated to the original requestors. I !responsibility was to 
upload the documents to the Vault page on FBI.gov.1 lassessed the 
documents met the threshold for notification of OPA personnel, and followed the 
process to send a notification email to OP A. 

• Neither Hardy nod Iwas aware the @FBIRecordsVault Twitter account did 
not announce new Vault postings from 10/2015 - 10/2016 until the public 
response after the William J. Clinton Foundation Twitter message posted On 
11 /01/2016. 

CONCLUSION 

(u//FOUO) On 1O/30/2016, @FBIReeordsVault, a seldom utilized FBI Twitter account, 
which unknowingly was not operational over the twelve month period from 10120 15-10/2016, 
was inadvertently restored during a system update and sent messages pertaining to twenty-two 
posts made by RMD to the FBI Records Vault (Vault) page on FBl.gov. INSD assessed: 1) the 
response to the William J. Clinton Foundation FOrA request was properly posted to the Vault 
page on FBLgov, having been requested by more than three individuals and cleared for 
dissemination by RMD's FOIA response process; 2) although the timing of the Twitter release 
was questionable due to the proximity to the Presidential election, the unusual 
@FBIRecordsVault Twitter activity was actually the lack of Twitler announcements during the 
previous twelve months from 10/2015 - 1012016, as opposed to the re-activation of Twitter 
functionality after an incremental system patch; and 3) the process to notify OPA prior to FOIA 
postings to the Vault page relied on manual workflow rather than automatic notification to OPA 
and RMD personnel. 
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(UNFOU8) Appendix A: Scope and Methodology 

(U/Jii'OUO) INSD conducted a special review involving the Office of Public Affairs (OPA) and 
RMD to collect information to identify the circumstances related to the timing of the posting of 
these messages via Twitter prior to the 2016 Presidential Election. INSD conducted four internal 
interviews of personnel from OPA and RMD. INSD also collected server logs, emaiis, and 
policy documents from OPA and RMD. 
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(UHrOUO) Appendix B: Recommendations: 

I. 

2. 
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(U//FOUO) Appendix C: Staff Roster 

INSPECTION STAFF ROSTER AND ASSIGNMENT 

Inspecto r-i n-Ch a rge: 

Lawrence E. Koleff 

Team Leaders: 

Lead Team Leader 
Team Leader 
Team Leader 
Team Leader 
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(U//FOUO) Appendix D: Interviewees 

David M. Hardy 

Unit Chief, FBl.gov and Internet Operations Unit (FJOU) 

Contractor, FBl.gov and Internet Operations Unit (FIOU) 

Section Chief, RMD 

Supervisory Government Infonnation Specialist (RMD) 
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(UfJfOUO) Appendix E: FD-302s 

Unit Chief, FBI.gov and Internet Operations Unit (FJOU) 

On Friday, December 2, 201 6JL -:-:-:-:_-:----'1 FBIHQ, Office o[Public Affairs (OPA), UC 
FBLgovand Internet Operations Unit, was interviewed at his place of employment by Assistant 

Inspectors l I and l I After being advised of the identity of the 

interviewing Agents and the nature of the interview, UCD rovided the following 

information: 

b6 

ue D as been in his current position I IUO nformed interviewers he is 
responsible for the FBLgov and Internet Operations Unit located in FBIHQJ 1935 b6 

Pennsylvania Avenue, N. W., Washington, D.C. 20535. UC D has a staff of 18 employees 
which consists of 7 Contractors and 11 Professional Support. 

ucLI -:-:--:::-:--:::-::-:-___ -:::=-,,-_-::-'Ihas a working, but not detailed technical 
knowledge of the OPA systems. OPA "owns" all public access information, e.g. web pages, 

tweets, etc. Most offices have web pages which auto tweet to make the public aware of new 

posts, and to minimize the additional work by the media representatives to tweet manually. 
Because OPA manages over 200,000 pages of content, they have each office take content 

"ownership" to include signing a disclosure stating such. 

UC n stated OPA willJr-----------------------, 

I UC! !said Policies and SOPs concerning all public information 
~h,..a-v-e-m-at-u-re-d:-o-v-e-r-a...,l,..o-n-g~period'Ofi'ime in conjunction with DOJ, and are covered by Policy 

0672D. 

UcQstated the systems OPA manages are routinely patched, break and are fixed in an order 

of most critical issue first; this often causes cascading breaks and fixes. uC D was asked 
about the process ofRMD emailing OPA when they believe a post will generate voluminous 

interest. He said this is an AD HOC process that has also developed overtime. The process is 
intended as a "heads-up" something will be posted which primarily gives OPA, the FBI 

Historian and the Press Office an opportunity to not be caught off guard and swamped by calls 

regarding a certain post without their collective awareness. 

UCD s tasking a combination; technicians and writers on his staff to draft a timeline based 
series of events pertaining to this inquiry and will have his staff start the detailed technical 

documentation on December 5, 2016 when all of the needed employees are back in the office. 
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David M. Hardy Section Chief, RMD 

On December 13,2016, Section Chief eSC) David Hardr (Heretafter HARDY) was interviewed 
by Inspecto~ I(Hereinafter INSPECTOR , Inspector-in-Place (lIP) 
I land Assistant-Inspector-in-Place CAIIP) I lat the Records 

Management Division (RMD)in Winchester, Virginia. After being advised of the identities of the 

interviewing Agents and the nature of the interview, HARDY provided the following 

information: 

HARDY was presented with a series of questions by INSD personnel regarding his knowledge 

and involvement leading up to the "Vault" release of the Clinton Foundation information. Below 
are the exact questions presented to HARDY, along with his corresponding responses: 

1) How many FOIA requestS does the FBI receive per year? 

RMD receives approximately 22, 000 requests per year. 

2) What is the standard workflow for FOIA requests? 

When a FOIA request is received, it fi rst reviewed by a triage team who evaluates and 

prioritizes the request. During the triage process, some requests are designated and tagged 

as High visibility or special handling. Next, the requests get submitted to the Work 

Process Unit (WPU), where they are further researched and compared against existing 

cases on already on file. If other cases being researched contain legacy files, then those 

files are requested and reviewed as welL The request is then assigned a case number and 

then scanned and entered into the FOIPA Document Processing System (FDPS). Once 

assigned , the corresponding case and request, depending on its size, get placed into the 

queue within FDPS. While in queue, each request is then disseminated through FDPS and 

assigned to a research analyst for further review of the speci fic request. The research 

analyst reviews each assigned request, and identifies other information pertinent to the 

current request. Once this function is performed, research analyst forwards their work 

onto an Expert Government Infonnation Specialist (EGIS) for further review prior to its 

release. 

3) Does who the requestor is make any difference in how a FOIA is handled? (private citizen vs. 

media) 
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No, the only difference would be if there was a designation of High Public Interest (HPl), 

which would require an explanation to meet a legal standard. The Clinton case was not 

designated as a HPJ case. HARDY could neither recall how this was overlooked, nor why 

the matter was not designated as HPL 

4) How are FOIAs logged/tracked for the receipt and progress of FOJA 

requests? 

All FOIA requests are entered into FDPS. 

5) In cases ofrecentlcurrent matters with media attention (such as the Oregon stand-off), jfthe 

case is completed and no longer active, how are these handled? 

The process to release certain FOIA depended on whether the incident occurred before or 

after July 2016. After July, if a case was designated as HPJ and there were three or more 

requests for the same information, the request must be posted in the "Vault" (FBI public 

information site for fOIPA) for public view. If there were less than three requests for one 
case, there was no requirement to post the information into the "Vault," however 

management can make the determination as to whether Qr not the information should be 

released into the "Vault." 

6) In cases of older or archived material (such as the Kennedy Assassination, Organized Crime 

cases or matters of historical nature), are these matters handled in a different manner? I[so, how? 

The majority of these cases are most likely already posted in the "Vault." As additional 

significant cases are identified, they are also posted to the "Vault;" such as requests 

involving Muhammed Ali, Anwar AI-alaki, and Roswell. 

7) How many sets of hand sic yes participate in each step ofa FOIA request? 

There are several layers of review for each request during the triage process, to include 

WPU, research analyst, and EGIS personnel. If request is designated as high profile, high 

risk, or national security matter, the request is then scrutinized by Assistant Section Chief 

(ASC) and Section Chief (SC). There are no further reviews conducted beyond the Sc. 

8) Once the FOIA request is fulfilled, what is the process of submission to the requestor? 
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Integrity checks performed prior to the final product being released, especially if the 

material involves informant numbers and other designated issues. The request is then 
placed onto a CD-ROM, and mailed to the requester. If three or more requestors request 

the same information, then 
the requested information will be posted on the "Vault," and follow-up letters are mailed 
advising the requestors the information had been posted to the "Vault. " 

9) What is approval workflow for FOIA information to be released? 

Approval is coordinated with the Subject Matter Expert in the respective entity, such as 

national security, polygraph, or the originating field office. After this coordinated effort is 

completed, the request is then submitted to an Expert GIS (EGIS), followed by the 
applicable SGISfUC. If the matter involved a high visibility or high risk matter, then the 

request is forwarded to ASC and SC for review. An EGIS can be the last approver on a 

request, if the request was uncomplicated and a low risk matter. Additionally, some GS-

12s (who are not EGISs), who have demonstrated high quality during their performance 

and review training are allowed to release uncomplicated requests as well. If requests are 
deemed "sensitive" then they are first approved by their respective point of contact. For 

example,1 

ILitigation matters receive final review and approval by OGe. 
'------' 

10) What is the process for notification of the public after a FOIA is completed? 

The first requestor receives a CD-ROM with their requested information. The second and 

third requestors receive a letter informing them the information had been placed into the 
"Vault." If the request pertained to a pri soner, the requestor would receive a paper copy 

of the information. Requests submitted through E-FOIPA are responded to via e-mail 

with a link so the requestor can access their request. 

11 ) How and who determines if the matter is worthy of historical or public announcement with 

potential publication on the FBI.GOV website? 

b7E 

Determination starts during the triage process at which time the request is designated as 

either a high visibility or sensitive matter. FBI historiaq Fites a header fo r each b6 

item which is considered as a historical or high visibility matter. Additionally, a 

memorandum is drafted to Office of Public Affairs (OPA), who makes the final 

determination. 
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12) Are there automatic and/or manual notifications that take place. and if so are there are any 

approvals that need to be granted or manual steps along the way? 

This question was nol asked, however covered in other provided responses. 

13) Specific to the Clinton Foundation release, what steps were taken in the notification and 
approval process by RMD and OPA personnel? 

On October 25, 2016, RMD notified I Irequesting headers be placed on Mark 
Ridge and the Clinton Foundation matters. On October 27th sent headers back on 

Mark Ridge and the Clinton Foundation to RMD dvised RMD not to release 
the Clinton Foundation material until approvals had been obtained. On October 28th, 
OPA infonned RMD to proceed with the reJease. This happened to be the same day 
Director Corney garnered significant media attention after he informed Congress of the 
reopening of the Clinton investigation. 

On Monday October 31sd Ifrom OPA spoke with HARDY, and asked for a 

b6 

one day delay on the release of Clinton Foundation material. HARDY agreed to wait. On b6 

November 1st, HARDY e-mailed OPA to determine if they wanted to discuss the matter 
further. As of II :30 a.m., HARDY had not received a response from OPA, so he decided 
to release the Clinton Foundation request. Unbeknownst to HARDY and others at RMD, 
the Twitter account for the "Vault" had been down for approximately one year. 
Furthermore, HARDY and others were unaware the Twitter feed had been fixed over the 
weekend. When HARDY approved the Clinton Foundation release, it was subsequently 
released over Twitter with several other pending releases stuck in the queue. These 
releases included a General Petraeus request among others. HARDY state~~ ___ :-----, 
and OPA must approve any high visibility release. HARDY was the final approver at 
RMD on the Clinton Foundation release. 

Supervisory Government Information Specialist (RMD) 

On November 30, 2016, Supervisory Government Information Specialist (SGIS)~I ____ ...J 

(Hereinafte~ L date of birth (DOB:l lof the Federal Bureau of 
Investigation (FBI) Records Management Division (RMD), telephone numbe~,,--,-_~~_...J 
was interviewed at the RMD facility. After being advised of the identity of the interviewing 
agentsl Iprovided the following information: 
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Prior to July 1,2015, federal agencies were instructed to make; at their discretion, publicly 

available any items requested for FOIA release when the same infonnation was requested by 

three or more parties. To accomplish this in 201 1, RMD created the "Vault." The "Vault" is a 

database of Freedom of Infonnation Act FOIA infonnation with a ublic web site 

Each FOIA request which was requested on three or more occasions gets published to~ 
"Vault," and would appear on the "Vault" website under its "Recent Additions" page~ 
neither knew the location, nor where the "Vault" servers were housed. 

In 2012, and as a result of continued FOIA requests for items already published in the "Vault," 

the system was enhanced to make announcements via the website Twitter.com. This was 

intended to cut down on the number of requests for information already available to the public, 
which were contained within the "Vault" website. 

On July 16,2015, an EO authorized by President Obama resulted in the removal of agency 

discretion, and mandated the public release of any information meeting the three request criteria. 

On Wednesday, October 26, 20 I 6'.LI :-_---"~eceived a CD containing information from a 
(MAPAl Clinton foundation FOIA matter. Management and Program Analyst 

typically handled the majority of the "Vault" uploads, however, on thi 

I ~s a result,1 lfulfilled her responsibilities 
sd~ 

~tated the 
Clinton Foundation CD was exclusively handled by him. According to the 
information had been requested approximately 44 times, and was to be loaded into the "Vault." 

On Thursday Oct 27, 2016,1 Isent an email to his supervisor Assistant Section Chief 

(AJSC)I labout the Clinton Foundation upload and pending release. 

On Monday morning, October 31, 20 16,.~I __ ::-,lsent another email query to OPA, his 
supervisors and others, inquiring about the pending Clinton Foundation information. 

Furthermore,1 ~ought clarification on the subject name.1 

'-_-,-.,--,---"-,,.-_-,,-_-,-Jl received r responr regarding his previously sent emaiL With 
regards to the Clinton Foundation matter mdlcated six (6) individuals had requested 

Clinton Foundation Information, and approximately forty (40) individuals had requested 

everything the FBI possessed on Hillary and/or former President Bill Clinton. 

On Monday afternoon, October 31, 2016 both ofl ~upervisors, AJSCI land 
RMD Section Chief (SC) David Hardy came to his desk, and infonned him to stand down from 

any "Vault" posts until noon on Tuesday, November 1,2016 due to the political climate. 
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On November 1,2016, at approximately 12:00 p.m., I ~ade the Clinton Foundation 
information active on the "Vault" system allowing public viewing, and pushing it to the "Recent 

Additions" page.1 Iwas not instructed to make the information public, however, did so 

because the waiting period of November 1, 2016, as set by his superiors had elapsed. 

Later in on November I, 2016 wf!hi",le"I __ ,.J!was off dut, ':-_--:---::--:-_-:--:-__ ::-::,...., 
L."-_-!rw"as=..;c"o,,,n"ltacted by NSq ~n his bureau issued cellular telephone. NSC'-,---:-, 
informed he "Vault" had sent 20 tweets at the same time on Sunday October 30. 2016, 
in combination with the tweet about the Clinton Foundation. A/SOinforrne~ ~he 

b6 

Clinton Foundation tweet had generated and garnered a significant amount of media attention. b6 

Untill ~eceived this call,1 Ineither knew the tweets were not being posted, nor did 
he know the 20 tweets had been published at one timel Istated between the initial call up 
until 6:30 p.m. that evening, he also spoke with Office of Public Affairs (OPA) Unit Chief(UC) 
I I Contracto~ I who is a contractor with the computer company, AD 
Michelle Jupina, and AD Michael Kortan (OPA), who all inquired by the events involving the 
release of the tweet. 

The interviring Agr ts aske~ Iror a lis! of persons with access to post information to 
the "Vault", provided the names ofthe following individuals: 

- SOlS OS-1 4 
/-----i_ Management Program Analyst MAPA OS- II 

~ GIS 

1 f-- OIS 
';=1 ====;-I-~MAPA 
LI __ ---'I- Programmer, ContractorIL-______ ---' 

Contractor, Office of Public Affairs 

b6 
b7E 

FBI Supervisory Special Agentl land FBI Supervisory Special Agentl I 
I ~nterviewe{ I FBIHQ, Office ofpublic Affairs (OPA), 
FBI Contractor assigned to FBl.gov and Internet Operations Unit (IOU), at his place of 
employment on November 30, 2016. After being advised of the identity of the interviewing 
Agents and the nature of the interviewJ ~rovided the following information: 

L-_.J~s responsible for teclmical oversight within the Internet Operation Unit, including 
oversight over the FBl.gov internet web site. escribed the basic functions of the FBl.gov 
public web sites and how they interact with Twitter. L_-"also describe that routine repairs and 
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updates of the computer systems regularly cause unintended problems with other computer 

systems. I ~hen described the system events which caused the "William 1. Clinton 
Foundation" Twitter post, which seemed to be the result of one such routine updates. 

Afte~ Ipreliminary description of the events in question, the interviewing Agent's 

reQuestel systej diagrams and computer logs to support his theory and to assist with further 
analysis. was told that he may have to provide a detailed technical description of the 
events in writing at a future point during the investigation. 
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(UIIFOUO) Appendix F: Electronic Records 

FOIA Policy 
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THE FREEDOM OF INFORMATION ACT, 5 U.S.C. § 552 

Below is the full text of the Freedom of Information Act in 8 form showing all amendments to the statute 

made by the ~FOIA Improvement Act of 2016~ All newly enacted provisions are in boldface type. 

§ 552. Public information; agency ru les, opinions, orders, records, and proceedings 

(a) Each agency shall make available to the public information as follows: 

(1) Each agency shall separately state and currently publish in the Federal Register for the guidance 

of the public-

(A) descriptions of its central and field organization and the established places at which, the 
employees (and in the case of a uniformed service, the members) from whom, and the 

methods whereby, the public may obtain information, make submittals or requests, or obtain 

decisions; 

(B) statements of the general course and method by which its functions are channeled and 

detennined, including the nature and requirements of all formal and informal procedures 

available; 

(e) rules of procedure, descriptions of forms available or the places al which forms may be 

obtained, and instructions as to the scope and conlents of all papers, reports, or 

examinations; 

(D) substantive rules of general applicability adopted as authorized by law, and statements of 
general policy or interpretations of general applicability formulated and adopted by the 

agency; and 

(E) each amendment, revision, or repeal of the foregoing. 

Except to the extent that a person has actual and timely notice of the terms thereof, a person may 

not in any manner be required to resort to, or be adversely affected by , a matter required to be 

published in the Federal Register and not sq published. For the purpose of this paragraph, matter 

reasonably available to the class of persons affected thereby is deemed published in the Federal 

Register when incorporated by reference therein w ith the approval of the Director of the Federal 

Register. 

(2) Each agency, in accordance with published ruJes, shall make available fer "'!,jg'is insp8stian and 

sepying for public inspection in an electronic format 

(A) final opinions, including concurring and dissenting opinions. as well as orders, made in the 

adjudication of cases: 

(8) those statements of policy and interpretations which have been adopted by the agency 

and are not published in the Federal Register; 

(C) administrative staff manuals and instructions to staff that affect a member of the public: 

(0 ) eepies ef all Fesera's, regardless sf ferFR SF formal, WAiGh ha\'e beeR release" tQ any 

peFS!')n wnder paFa!1jFBptl (a) and wRiGA,.geeaI:lSe ef IAe natwre af lI:1eir s!,jbjest FRaU9F, lAe 
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fer swl;isl8Rtiaily IRe sal'Re FQQeFGIs; BR9 copies of all meords, regArdless of tonn or fonnat 

(i) that have been released to any pe~n under paragraph (3); and 

(ii)( I) that because of the nature of their subject matter, the agency detenn!nes 

have become or are likely to become the subject of s ubsequent requests for 

substantiaUy the S8me records; or 

(II) that have been requested 3 or more times; and 

(E) a general index of the records referred to under subparagraph (D): 

unless the materials are promptly published and copies offered for sale. For records created on or 

after November 1, 1996, within one year after such date, each agency shall make such records 

available, including by computer telecommunications or, if computer telecommunications means 
have not been established by the agency, by other electronic means. To the extent required 10 
prevent a clearly unwarranted invasion of personal privacy, an agency may delete identifying details 
when it makes available or publishes an opinion, statement of policy, interpretation, staff manual. 

instruction, or copies of records referred 10 in subparagraph (0 ). However, in each case the 
justification for the deletion shall be explained fully in writing, and the exlent of such deletion shall be 
indicated on the portion of the record which is made a...-ailable or published, unless Including that 

indication would harm an interest protected by the exemption in subsection (b) under which the 
deletion is made. If technically feasible, the extent of the deletion shall be indicated at the place in 
the record where the deletion was made. Each agency shall also maintain and make available for 

plol9li .. iA6pai>tiEiR BAa GElFI'JiAS GYffEiRt public inspection in an electronic format current indexes 
providing identifying information for the public as to any matter issued, adopted, or promulgated after 
July 4, 1967. and required by this paragraph to be made available or published. Each agency shall 

promptly publish. quarterly or more frequently, and distribute (by sale or otherwise) copies of each 

index or supplements thereto unless it determines by order published in Ihe Federal Register that the 
publication would be unnecessary and impracticable, in which case the agency shall nonelheless 

provide copies of an index on request at a cost not to exceed the direct cost of duplicalion. Each 

agency shall make the index referred to in subparagraph (E) a...-ailable by computer 
telecommunications by December 31 , 1999_ A final order, opinion. statement of policy, interpretation, 
or slaff manual or instruction Ihat affects a member of the public may be relied on. usOd, or cited as 
precedent by an agency against a party other than an agency only if-

(i) it has been indexed and either made available or published as provided by this 
paragraph; 01" 

(ii) the party has actual and timely notice of the terms thereof. 

(3)(A) Except with respect to the records made availab!e under paragraphs ( 1) and (2) of this 

subsection, and except as provided in subparagraph (E), each agency, upon any request for records 
which (i) reasonably describes such records and (ii) is made in accordance with published rules 
stating the time, place, fees (if any), and procedures to be followed, shall make the records promptly 

available to any person. 

(8) In making any record available to a person under this paragraph, an agency shan pro\lide 
the record in any form or format requested by the person if the record is readily reproducible 
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18106 Federal Register l Vul. BO, No. 64/ "'ridIlY. April :1, 2(115/ !{ul~s and Kngulalions 

(!Xl lur:1 thut rai.~ing tilll fm,! tllwsiwJd 10 
SZ5 willluwu II sinulfir.IUJI " ffrl1:! nn lIn: 
Ullln/M,rllffOIA snhmiNSilll1s. Fllrlh .. r, 
[or Iht! subs .. ! or ... <quw;1s wI",", Ih" fe<l~ 
~m morn thall $14, hut I"~,, l Imn $ZS. Ih" 
pllbllc h6nllfils by tllCtlivjnl': thl! 
Adrlitiol1nl vIII".! "r .'SI! !If ""rvir.os 
wi thout ChllJ',(:fl. Whilu !hu DIlPHlJ1WI11 
will incur Ihr. "uHf f1>< lh"811 mldainnal 
sHrvicus, thu (.:nst is minimal sim:ll it i~ 
ollly" difTllrtlncu "rSl1 p£lr ruqu",,!, ,lIld 
it ;$ <:ollnl~r! ... h,,,(:tIfl bv II", l ill'" 
s~vinK-~ ;1II:1Irr",1 bv h>1~inR Ih" 1',,1,., 
sill1plifiml. As" wsull.llH! f}.'pHrtm,m' 
hdinvfls tllllllll11 nlTm~ ufttll'lllm.shllhi 
(:h~ng(! will bl! d" miniJll i~.ll simplifies 
lU"lI~r .• fUf DlljlHrhntlill l"lrllOmwl lls 
nnw Ihnrtl iR 11 dwlt liml httlwvt!tl wlml 
N~I"nHlu~ 1(111 fur fNiti'--s .. rYl(~H IInl1"r 
$:l~-""111 whm\ I:O\1II,,,n"l1l>, sturl 
".,.,"s~ i !lR fatl~"-;n $25. Th ... , 
sisnplil1c:!ltin!l ror Jl'I>pflTtmm'l p'lf-~n"!ld 
is Ii b'lIlllfil. 1'1111 fotlS Ihnl !hl' 
DUIJ~rlnllml 1:lIrr"nl ly o:(>Hm;IN f1'OIli 
Nlqll(lstm~ rnprilllttllt only 11.17% ul'lh" 
lJopartmulll'~ prm:"~King r.us\s "ml 1>11 
Iho ~IIMhf c:h:tIlR" in til .. thrllsholrl fur 
HS"f:~Jillg fAns Himply do,,~ nul hHV('" 
m""sul1'IllJH <:{I." illlJ>lIc:1 (In Ih', 
l)opllrtlllollt. 

'I'll" rul" f"rlh"r h,,,, .. fils mllu ... ~ I "rs \'.Y 
r:h~nRiIlR thl') wIly in wh",h tim.,Ii""ss is 
rlllIvrrninlld for filing "dmillislnlti vil 
~ppools . Till! r"l" r"plma,s !l", d iffh;"II­
lo-dRIArmi"" ", ... :";v,,d" dHI" wilh" 
dntl! (:erl~ill III poslmark), whidl 
prnyi,l~s r1"lu"sh.rs wilh o:\ .. ril .y a.'i 11, 
tiulHlinyss wloi\ .. impusiu" Ull "0'" "" 

Ih" DI'I>II<I""IIII . 

1",.,lIy, Ih" rll [" pmmolu, 
,,,'rJrfr~"mdin,, "I' m'l11l:S"':r~' .~! I1I ,,!ory 
f~" elllil[eulAll ls l,.y "'I(I"irilig 
DI1j1HrhnHnt "ol1lponllnL~ tn ",lvis" IlUlI­
,xunmllrC:iRI·ullt! 1~"IU lIsI"rs Dr thuir l'iKht 
In "h,,,iu lOO I"'J.I"~ ;",,1 tW() hUllrN "r 
'''Hrr:h limo fur frm!. 'l'loi., will i",pu,." 
rHW if Hny r:''''I~ "n tl", lJ"I,;orlm'f111; 
K(>mfll:nmpont!nts nlrnmly f"llow thi" 
1'1'0(;\1(1\\111._ Hud 11m rtlnlilindur "an 
implArmml it I),1,~H.y. 

In ~mn . Ihn J)(J[lartmlllll i~ r:u llfidf!ll l 
thlll ,hi' mlA provides 1tl"ltiplu bUlillfil,. 
In thA I'nhlil: whill1 imlloMinK millimlll 
I:nR II< . 

UnJUtu/"rl Mnndu/f:N II/!Jm'll! Ad "I 19.'m 

ThiN r"IH will nOI rllslIit in l hl1 
e~I"l11dit"r<I hy SI"I", 1"':111. "",llr;I>,,1 
snv,:rnrne!ll.~, in lite oggres"h" or h.Y II",: 
prlVHtl! _:Ior. of $HIt) llliJ)il1l1 or mom 
in Rny "ne y,mr. ~11I[ il will n'" 
.• ignificilutly nr "nill,,,,ly aff .... :1 smull 
govIlrnn",,, fs . Tlwrnfnr" , no BI:lions w"r" 
cI"RlIlrlfl nn,,"ssa ry limit" Ih" l'rnvisi;"'.~ 
uf Ih" IJnfullIlll<l Mm"lul"" R,d,,,., u.A(;l 
ur HlU5. 

Smull HU_"int!N,~ IifWtlll/IJIY Itlljim:mm:f!/ 
"'f/i/'nt~.,·.,· Ad IIJ 1996 

This rill" iN nul a mlljur rulll >IS 
d~";,,,,, 1 hy s",:ljoll 251 or Ihl: Small 
BI1SintlSs ReglllaloT)' Enfun:t!nl!!llt 
F"irnf!S' Ad "f1!l!Ifi. 511.S.C. BU4. ThiH 
rill,) will nol resull in lin ;",mml offilL" 
,m lht! P.UlIlllnlY of $WO millio n or 
n1Orl1; a llHljllr inr.nm~f! in I:u .• t~ o r pri(:"s: 
tlr lIignilkant ~tlvllr:;" effects on 
"<"liPI:l ilinn, "no II[I1Y'1l"",t, i n v(~~lult<nl . 
I'nulm;livity, innnvlltinn, or on lht! 
"hilily lOr [ Inilml SllIlll"-\"'S"' \ 
""1nrl''';s,,.'i III '~"nJ!"'" w ilh f,m'ign­
hmlOd Ilntnrpnsns in <1onl"Nlil: aUfl 
"l<j1nrt 1!lml""lll. . 

l.isl of Subjm:I" i 'l 2" CI'R I'llI'l l G 

Arhninistrntiv" prtu:li';f) Hl il l 
IH~\(:"fl"I'I'. ~'1'1111(\~.m (If iufnrUlnlillll. 
I'riY"!:y. 

For thl! rIl;ISUUS ~t"I!HI in 11m 
p1'l1ll11lhll), tIm Impartm""! of JlIsti"" 
"",,,,,ds 2n CFR r: \1>'plo" 1. I''lrl In. liS 
fnHows: 

PART 16--PRODUCTION OR 
DISCLOSURE OF MATERIAL OR 
INFORMATION 

.1 . i{r!viHI! tht! (lulhlJril.y ciialiull for jlllr! 
11i III rllil,1 us roJlows; 

", .. ,hodly: ,. II.S.C:. :ml. !';s~, S~~:t. 5~:I: 
~H I '-s.c. !';(IlI. 51ll. ~,:14: :11 U .S.C. ;1717. 

• Z. H"v,~" ~"hJln rl A nf I)Hrl lnl" "";If I 
n~ t-"'llnws: 

Subpafl A- Pfocac\ures 10f Dis<;:IO!i;ure of 
Records Under Ihe Freedom o f Info rmallon 

". 
S.~:. 

lli .1 \;",,,,r,,1 l'r<>vi';1""'. 
1(i.Z I'",;u,ll yu rI;~d""uf" "r 1)");Iflll"",1 

"",(J") •. 
Hi.:! HI"I";"''''''''!.< r"r ,,,,"k;n!: " "I,,,,,IN. 
1\1.4 I{~'r,",·.i"ilily I'll' I''''I"",<I;"/!),, 

r,,'1"""" 
11i.S Ti",i,,~ (lr ""I''''''~'''' I" n"(",,.<I •. 
Hi,(; H"x!,""s"~)" ''''1''''''K 
., (L 1 ( "'" rid"", ia I <l<l1l""'''~:;~( ;"r"r'''~1 j"", 
lEUt i\<lmi";'(ra(jvH HI'I'"nl •. 
111.11 l'I..,~"rvnli"" "fn":II(<i s. 
)lUH F'fl'~' 
IIL11 Ulh"r riWtls"",1 ""rvin"s. 

Subpart A-Procedures fo r Disclosure 
of Records Under the I"reedo m o f 
Information Acl 

§16.1 Genera l provia;ona_ 
(,,! Tllis ~lIbl'l"1 "mll»ill.< tnt! Tid" .. 

II1 HI Ilw 1)"l'ilrlmHnl or In,;I;,:,, r"llows in 
l'nll,,~~sing ""1"".')1< for rrn,,,rd,, 1II1<1"r 
tim Fw .. d"'ll "r Iliforlllil!io" Act 
(""01 /1 "). ~ l ISe. 55Z. TIll! OlIo" in Ihis 
suhpa..t ~1","ld b" rmu! in """iu",:li"" 
with II", Im,' "rlh" H)IA and Ih" 
IJlliform l'n:(!d"m "flnrornmlioll rc.", 
Sdwdulll "11(1 (;uidt.Jill"s I'lIblish~d hy 
lil" (lffi(;H I" M;oI'''K>''''tml ;01111 HOIIg,,1 

("( )MII Cui,!t!HllI~~"). Addilimmlly. Ihe 
n"p"rlm .. "I's "HlJA Rdj'ronnt (;"inn" 
An,1 its ;,II;u :ilm,mt., I"",laj " i"r"nnal ,"" 
"1'1,,,,1 It", sl',,,,ifi.: 1}TI~ :"d" r"~ I'''TIi<:IIIHr 
10 fhtl OtlparlnWnl wilh ""~I>'ll:t In 
Illni<.ing ,,'OIA reqllll~ls :Illd rJt!S(;ri plinn~ 

nf [h" '.YP.,s of r.",,>fIls m"in l"'nlltl by 
Ilirr"n:n1 J)1l1"lrl "wnl Ultnl'fJru!nis. Thill 
mso"ru, i" lIyallab)o III iIIlldl 
www.ill_~lic;l!,g"vl(lipIV4 :1.fllml. 
RU'llltlS I ~ 111<1d t! hy inolivldm,I.' [lIr 
m",mls ;l1"J,,1 IhmJlsf!lv".' ",,,I,,r Ih", 
Privm:y Ad "f 1 '114, ~ II.!·U:. :;5Z", II ... 
I'r .. c,,!,.~,·,J \Om lor SIIU[mrl Il "f pllrl 11; ns 
w~,U "" "ud"r Ihis ""hparl. As;, ",all"r 
of I'ul;cy. II", lw.l'"rtn", ,,1 milk"., 
,lis!:rllti"nnry d'Ndusurr .. ~ IIf 1'<1l.1)1",I.. "r 
i"r"nm""", "~ .. ",,,, rn"" d;sd"~HN' 
IUIII"r II" , H ll/\ wh,nlnvl'r II;S<;)"",U'1' 
wlluhl IInl fnrl,s,mahly \laTlIl ,," 'l1h'f'1.ml 
Pl'l>t(l{,1!ul hy a FOIA ;IXtlmptiun, bu t 1111,; 
jlolicy dUl~~ unl !:rtml" ""y riK!!1 
I,,,rrlru~,hlH in 4:0"r1-

(b) As rHf"Tnm:",\ in Ihis .<uhllHrl, 
!:onl\lCln,ml m"iln~ l,m:h "",.111'1114> hur"""I, 
am,:". ,!iviMi"n. I~'mmjssi"Jl. "{!Tvir:,,_ 
"enll!r. ur ,,,!miniMrHI;,,,, 110,,1 is 
,1I1Si!!II",,,,1 hy I\m \lUI'"rlnll1nl <Is a 
primary url!lIni'l.ali .... o,,1 '>nlily. 

l,~) TIn, nl!plu·tn"",1 has" 
d"!:Hnl fali:r.tHj sy~tt!1I1 fur pwr" .. sin!! 
n"luu"t .~ . with p.;l{;h cumponmll hllndliJ\~ 
' '''1''''''1.. rur ils 11,,,,,,..ls. 

§ 111.2 P,oacl;ve di"clos u'e 0 1 Department 
,ecords . 

\{,:c<lnls Ihal am "''' Ill,,,,d by 11m HllA 
101m tn;,d" av;lllt,hl" fur I'"hn" 
ins!-'tlc:tioll ;,nd l:UI'yiIiK "'''y I", ;",(! ... ~~"d 
through tlw 1 '''jHl''lnwll!·.~ Wo:!, ~ih' nl 
hflp:/lwww.jllstif:I,.!;ovloil)/lM i.hl mi. 
En"h <:"'\11'''''''111 is '''''I'uusihlu li,r 
d"l"r"';IIi"g whid, "r its "'~:"r<I~ an, 
w'Iuirnd If} IIIl .UHdlllulhlkly "vnil~III". 
as wnJi as id'Hll ifVi"ll ",Idiliml;d rl]o:unL~ 
"I' inlHrt'.<\ In Il,,, I)uhlil: th;,1 'If" 
;'l'prI>l',iah, 1<11' ""hIiI' ,\lso:lu"nTn. and 
rOT !,"shUIl ;"1<1 i",ltll<inl! sudl ,.""",xis. 
E;Il:h (:I""plHltml .~h ,. 11 "'ISu'" Ihal ils 
W,.,\J Hill' of )lost tid nK:"rd.~ lind iudices 
is rllvinw",l ""d updalnd Illl "n Il11j.ioillg 
hu~is. {-:""h ,:mlll'unml\ h~~ ~ F'OIA 
Public Liui,;on whu (:;ltl "ssi~1 ' 
illdividunls ill JO(:l1ti llg fll""rds 
j>arlit:u]nr I" a I;UmpIIJllml. A !is! u[lhr. 
1)"I-',,,1u,,,nl',, FOIA I'"hlir: I.i;,j,,,,,,, i.~ 
avai);lh!n til IItf}lJ/www.in.~lj.: ... )l.lVl .. ifll 
Jo;m :ontudl iJld(,.\-_/i.~I, hi mI. 

§ 16.3 Requlr ...... nts lor ma kIng requests. 
(aJ (;""wn/ ;uJ"rlUuli"". (1\ TIm 

11"I",rl"",,,1 I",~" "r'r;("IIr;lli~.I'f\ SySll"" 
rur "'SIHIIHli,,~ 1" Ft)I/\ rr:'IUUSIS, wilh 
li;ldl cmnp,ulI!1l1 desillnillinll" FOJA 
"ffi"" I" I'rm:"s.< r,~:"ro I N fru", Ill,,, 
I"'UlI'Il""n!. All "nmp"IIHllls h;."" Ih" 
C;!I';il1ilily 10 n,,,,,ivu n,,(uf)~ls 
"Iedrrmil:;.ily uiiln)r through H!lHlill)f;l 
wnh Imrt,,!. '1'" ui:ok4, ~ "ul\lIlIsl [ur 
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1358135- Commemorating NIA Proactive NIA I lf l6l201 
1111612016 

111161201 
000 FBI Buildings and 6 6 , 

2 FIFO FOIA 30 1013112016" llfiflOl6 

3 412~12016 FIFO FOIA 70 IOn12016 912212016 

1353334-
General Proactive 101301201 4 000 Tclecommunicatio NIA Disclosur Proactive NIA 912212016 9122120[6 

6 I 08620 , 

1354775· 
Management Proactive 101301201 

5 000 Standards for NIA Disclosur Proactive NIA 912212016 912212016 
6 Scanned , 

6 Nikola Tesla 1/1612015 FIFO FOIA 104 912112016 912112016 

1353070- Proactive 10/301201 
7 000 

NIA Disclosur Proactive NIA 912012016 912012016 
6 

I 
, 

8 FBIDIOG Litigation Proactive 128 9/1 4!201 6 9114/2016 

9 211 112014 Litigation Proactive 128 9/1412016 9/1412016 

iO Hillary R. Qinton 7/1212016 Expedite FOIA 95 91212016 9/1120 16 

II 
1328241- Baltimore. MD Sn12015 FIFO FOIA 8 712512016 712512016 

10130/201 
000 aerial surveillance 6 

12 \353331- Honoraria Policy NIA Disclosur Proactive NIA K/2J2016 7/1)12016 IOfJO/201 
000 08670 6 

1328241- in 101301201 
13 000 snrzols Expedite FOIA 8 813rz016 612212016 

6 . 

1329148· Security Division· Proactive 101301201 14 000 Activities outside NfA Disclosur Proactive NfA 8fJ12016 
6 of the FBI , 

IS 21812016 FIFO FOIA 3 Sl31120 16 

13490S6· 
Proactive 101301201 

16 000 
NIA Disc10sur Proactive NIA 8J2J20 16 6 , 

.; 
Proactive 

17 1343S28- Program Policy NfA Diselosur Proactive NIA S13120 16 l0I30rzOI 
000 Directive and 6 , 

1343927- Policy Directive 
Proactive 

10!30rzOI 18 000 0481D·RMD NIA Disclosur Proactive NIA S1312016 6 , 
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1343131· I'I3l Sea\ ~:mc Proactive 
IOI3OflOJ 

19 iIi N/A Disclosur Proactive N/A 513/16 000 , B""" SBnOI6 
6 , 

1345563-
Reference Proactive 

10/301201 
20 000 Firearms N/A Disclosur Proactive N/A 51312016 5(312016 

6 
Col:e~~~~~liCY , 

1343976· 
FBI Student Proactive 10/301201 21 Programs Policy N/A Disclosur Proactive N/A 5{3f2016 51312016 000 Guide 0805 PO 6 , 

1)4S()44- Da~~:;~gation 
0001 101301201 

22 16-CV- ~Im~ 2/2212016 Litigation FOIA 18 8/301201 6 8n6J2016 6 
005]4 

23 N/A N/A N/A Proactive N/A UNK T~' 
101301201 . 

6 ""',," 
,FOIA bOO."'" 

10/301201 
24 N/A for public N/A N/A Proactive N/A UNK Announccmc 

electronic requcst " 6 

25 
1179478- ~;'~~=, 10/28/201 

Litigation FOIA 7 1/28/2014 6/2912015 611912015 001 3 , 

26 1193641- ~~?I(i"g. 
7M OIl FIFO FOIA 27 712512013 7/1212013 6/1212015 

000 

27 
1192705- I 6/1412012 FIFO FOlA 19 . 712512013 212412015 6112/2015 

000 
J'CLC) . 

1258236-
. F""_ ~'P~: 

W20f201 28 Founder Westboro 
FIFO FOIA 15 3/1012015 2/2712015 6/1212015 000 Bapli~~~~Ch of 

, 
29 

1273793- =~'Y_K"'m . 
612312014 FIFO FOIA 16 J!2I20 15 311312105 WI2f2015 000 

~ 30 -:.0,,- 4/912013 FIFO FOIA 26 112111015 41312015 6/12/2015 

1198888- LeonidM 
11 000 ~rezh:~,,~<;: ~ 912512012 FIFO FOIA 2 11812014 4/6120 15 6/1212015 

1338194-
}U

c
'.' p". Proactive [!l1 2!20] No< 

32 000 R;;~~~;;;;Y N/A Disclosur Proactive N/A 
S 

1\112/2015 
Posteil 

G,I'; , 
33 000 Mario Cuomo 1/1412015 FIFO FOIA " 121112015 121112015 P~::d 

I 
Proactive 

1338505· No< 34 000 Con. I N/A Disdosur Proactive N/A 111112016 ifllf.1:015 
Posled 

OSooPG 
, 

3S 000 lames Baldwin 3 FIFO FOIA 78 3/28/2016 3/28/2016 P~'::d 
1304858- Ii 

NO< 
16 000 o~l;k' 

N/A Disclosur Proactive N/A 4/512016 41512016 
Posted Ii , 
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(U//FOUO) Appendix G: Technical Summary 

Technical Summary provided by OPA Unit CbiefLI ______ " b6 

Kev Terms: 

b7E 

Aulotweet: An "Automatic tweet, " also referred to as an "Autotweet, " is a tweet that is 
automatically published to Twitter throughl Iwithout human 
intervention. This process is accomplished through programming and connections among 
FBIgovl I 

b7E 

Senior Solutions Architect's Report on October 2016 @FBIRecords Vault Autotweets: 

Basic Overview: Autotweet Process 

On July 15, 2016, the FBI deployed the redesigned www.{bi.govtothepublic. This 
newest iteration 0 the website was built, deployed, and managed through the LI "',,--~ 

This deployment changed the worJiflow for b7E 

~tre"l'r:e=m=='fJ"o"y=e"'es=oT7=lc:::e"'o""""u="'lc""""a"''''rs'''', FBI.gov & Internet Operations Unit (FIOU) 
and displayed approximately 56,000 pages in a/ront-end and back-end design. 

A/eature a/thel Iwith the website that facilitates 
automatic tweeting (autotweets) oj new content published to FBl.gov. -This I 

I Vs also co I to i ' with vaull /hi unv a . I an 
maintained by PIaul 

b7E 
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*Not all FBI.gov content is pushed to Twitter via autotweel. The autotweet process 
concerns predominately field office content (e.g., FBI Albuquerque press releases are 
pushed out to @FBIAlhuquerque), but there are afew additional Twitter accounts like 
the@FBIRecordsVaull. 

Detailed Overview: Prepatch Autotweet Process 

After the new release of FBI.gov in July 0/2016, content editors al the FBI noticed issues 
where occasionally items were not being automatically tweeted, despite correct 
configurations a/the feeds (and the content therefore appearing on the feeds). In 
particular, content posted to FBf.gov field offices pages for example, fbi.gov/dallas) 
would appear correctly on the correspondinm but would never autotweet. 

An investigation of logs and the systems ' programming processes was ongoing, but 
higher priority items kept rising to the top of the work cue. Eventually the investigation 

b7E 

revealed a bug that involved an issue between th4 land the b 7 E 

autotweet feature '$ determination process regarding whether content should be tweeted 
or not.l 

Consider this hypothetical scenario to demonstrate the problem : 

o 

o 

o 

b 7 E 

o 
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Detailed Overview: Pas/patch Autotweet Process 

In late early October 2016 the senior solutions architect determined the best remed to 
this issue would be t 

L,---.:-:-:--:c:---:-:-:-:--:-:---:-:-;-:--:-:-, .. J The automatic tweet feature now 
stores data on the most recent tweet, so it understands that tweeting should occur for any 
content currently present in the feed that was 1'101 previously tweeted 

On October 19,2016, the fix was applied to the servers running the automatic tweet 
process. However, despite the fix being applied, this does not mean the fix began to work 
immediately or even that day because software patches are also subject tal I 

On October 30, multiple tweets were releasedfrom the @rIJIRecordsVault Twitter 
account. The aforementioned patch had been applied and the autotweet process now 
found several items on the feed that it determined had not previously been pushed to 
Twitter. 

Consequently, the FB1Records Vault Twitter account was mostly broken, only seldom 

I :din~ TelS out Prior to October 30, 2016, the last tweet was sent more than one year ago. 
era, t e account had an extremely low number offollowers, and no one had 

preViously reported it broken, partly due to its unpopularity. Additionally, this Twitter 

b 7E 

b 7E 

b 7E 

account historically has not generated or published much content since its November b7E 

2011 creation. 

On November I, 2016, I ~nd a tweet was released using 
the new!current autotweel process described above. This tweet included information 
regarding the Clinton foundation along with any other content not previously identified 
since the fix was implemented. 

Conclusion 
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Based on the systems involved, the processes as known 10 the senior solutions architect, 
and a thorough review thereof the scenario here outlined is what most likely occurred. It 
is also possible there is a separate, unknown bug at this time or another unknown 
technical variable that could have caused this issue. 
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